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SYSTEM SECURITY AUTHORIZATION AGREEMENT
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1.0 MISSION DESCRIPTION AND SYSTEM IDENTIFICATION

All comments in this document are entered to help drafter successfully complete the System Security Authorization Agreement (SSAA).  Please remove them prior to submitting SSAA to Certification Agent.  Additionally, please remove all residual blanks after entering the appropriate information.
To use the checkboxes in this document, drag the “Design Mode” icon -  [image: image3.jpg]


 to your toolbar or open from the View->Toolbar –Control Toolbox  menu.  If  a check fails to appear in the box you want to mark (either a check appears or you wind up selecting the checkbox and associated text), just toggle the Design mode icon and click on the box again  Design mode should be disabled.  
1.1 System name and identification

The nomenclature of this System is _____________.  This System was developed by and for the ______________, Naval Surface Warfare Center, Dahlgren Division (Code ___).

1.2 System description
Use this section to convey what the system does (as well as how it does it).

Too Vague: Description  - The wiz bang system enables users to develop software in a collaborative environment.

Adequate Description – The wizbang system enables software developers to exchange information via FTP and instant messaging that runs over ports (xxxx and yyyy).  Risks associated with these services are managed using countermeasures as described in section 2.3 Threat description (or other place).  Underscore how this shows what network services are needed to provide the desired capabilities.


Use this table to describe network interface requirements
	Function/Service
	Local Address
	Remote Address
	Network port
	Firewall Mod (y/n)

	1.  
	
	
	
	

	2.  
	
	
	
	

	3.  
	
	
	
	






1.2.1 System criticality

DoD  Instructions 5000.2 mandates that systems be classified as one of the following:

· Mission Critical  (warfighter capabilities are impaired without this system) or

· Mission Essential (system is essential for the completion of a  organizational function 
· Neither – lack of this system may be an inconvenience, but workarounds exist and the organization’s mission can be accomplished without it.

[image: image4.wmf]Mission-Critical 

   
[image: image5.wmf]Mission Essential

  
[image: image6.wmf]Neither



1.2.2 Classification/sensitivity of data processed and data requirements
All data posted or displayed on SYSNAME will be categorized as
[image: image7.wmf]Unclassified/Sensitive


[image: image8.wmf]Classified

 
[image: image9.wmf]Approved for Public release

  

1.2.3  Mission Assurance Category (MAC) level 
DoD instruction 8500.2 requires that the system be categorized as follows:

· Mission Assurance Category I  - Systems handling information that is determined to be vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness. The consequences of loss of integrity or availability of a MAC I system are unacceptable and could include the immediate and sustained loss of mission effectiveness. Mission Assurance Category I systems require the most stringent protection measures.
· Mission Assurance Category II -  Systems handling information that is important to the support of deployed and contingency forces. The consequences of loss of integrity are unacceptable. Loss of availability is difficult to deal with and can only be tolerated for a short time. The consequences could include delay or degradation in providing important support services or commodities that may seriously impact mission effectiveness or operational readiness. Mission Assurance Category II systems require additional safeguards beyond best practices to ensure assurance.
· Mission Assurance Category III -  Systems handling information that is necessary for the conduct of day-to-day business, but does not materially affect support to deployed or contingency forces in the short-term. The consequences of loss of integrity or availability can be tolerated or overcome without significant impacts on mission effectiveness or operational readiness. The consequences could include the delay or degradation of services or commodities.

To summarize, levels I and II pertain to systems that directly support the fleet.  Level I are systems that are “vital” and level II are systems that are “important”.  Level III systems are those that support the Navy, but do not directly support sailors.  Such systems would include research/prototype platforms,  accounting, payroll, desktop clients, etc.

[image: image10.wmf]MAC I


[image: image11.wmf]MAC II


[image: image12.wmf]MAC III


1.2.4 Infocon Level 
Check highest Infocon level(s) at which the system needs to be accessible*.   As the Infocon level increases,  more systems of lower criticality are shielded from the internet.  Therefore, it is important to know through which InfoCon levels this security domain requires network connectivity:

[image: image13.wmf]Normal Activity


[image: image14.wmf]Alpha - Increased Risk of Attack




[image: image15.wmf]Bravo - Specific Risk of Attack


[image: image16.wmf]Charlie - Limited Attack(s)


[image: image17.wmf]Delta - General Attack(s)




* see https://wwwdd.nswc.navy.mil/ISSEC/Guidance/infocon/infocon.html for more information detailing these InfoCon levels.
1.2.5 Data Security Requirements

Discuss requirements as they relate to confidentiality, integrity, and availability.  For each security attribute state whether there is an explicit functional requirement that exceeds normal user expectations for this feature (column 2) and how the requirement will be met (column 3)
	Data Security Attribute
	System Requirement
	Proposed Solution

	Confidentiality

Ensuring no one but intended receiver sees the data
	 [image: image18.wmf]Yes


[image: image19.wmf]No


	[image: image20.wmf]https/SSL


[image: image21.wmf]

SSH


[image: image22.wmf]VPN


[image: image23.wmf]Other - Provide details below



	Availability

State maximum tolerable downtime for system components
	[image: image24.wmf]Yes


         [image: image25.wmf]No


	Tolerable downtime (check one):

[image: image26.wmf]Zero downtime


[image: image27.wmf]1 Day


[image: image28.wmf]1 Week



[image: image29.wmf]1 Month

 

	Integrity

Ensuring data is not altered when in transit
	[image: image30.wmf]Yes


         [image: image31.wmf]No


	Provide requirement and tool/ methodology in detail below chart.

	Identification/Authentication

Ensures users are who they claim to be and are permitted access based on their tasks.
	[image: image32.wmf]Yes


         [image: image33.wmf]No


	[image: image34.wmf]None - unlimited access


[image: image35.wmf]Access is based on IP address


[image: image36.wmf]Common Access Card 

enabled access


[image: image37.wmf]Proprietary solution (ex. VPN )


[image: image38.wmf]Other (Describe below)





Use this space to elaborate on chart above.

1.2.6 System user description and clearance levels

SYSNAME users are government personnel and government contractors.  Because of the data classification level, a special clearance is not required.  However, if a clearance is required it will be set by each facility.  
Access requests are approved by ___________________________________

[image: image39.wmf]User Request form is attached


1.2.7 Life Cycle of the System
SYSNAME is [currently operational or in development].
1.3 Application Registration
1.3.1 DON Application & Database Management System (DADMS)
All software utilized on or by this system is registered in DADMS (https://www.dadms.navy.mil): - 


  [image: image40.wmf]True



 CONTROL Forms.CheckBox.1 \s [image: image41.wmf]False


If false, identify who is applying for registration/approval _______________________

List software used on/by this system that is not registered in DADMS:


1.


2.


3.
 

2.0 ENVIRONMENT DESCRIPTION

2.1 Operating environment

SYSNAME servers are located in the controlled spaces at  _______[site]________ , [building/room ]
2.1.1 Facility Description

[image: image42.wmf]Office Space

   [image: image43.wmf]Strong room

   [image: image44.wmf]Vault

  [image: image45.wmf]Other (describe below)



[image: image46.wmf]Facility secure for open storage (N/A if system is unclassified)

 

2.1.2 Physical Security
Is access controlled?  If so, how (card swipe, combination, etc.)

2.1.3 Personnel

2.2 COMSEC
Not applicable unless NSA approved encryption devices are used.  If so, identify devices and 
COMSEC key management procedures are required.


2.3 TEMPEST
Determine if the equipment and site are required to meet TEMPEST and RED-BLACK requirements. (May not be applicable for unclassified systems)
2.4 Maintenance Procedures
Identify routine maintenance procedures (such as preventive maintenance) and the number of personnel required to maintain the system.  Also, if system provides security related services (such as a  firewall or router) assess impact to systems.  In other words how will you handle situation where a firewall needs maintenance and it manages access to a system that is required 24/7.




2.5 Software development and maintenance environment

SYSNAME will be maintained by  _____________.  If more than one organization is responsible for maintenance (for example, NSWC and NMCI) state which computers are maintained by whom.  If a system is scheduled to transition but the date is unknown, please indicate.  A chart may be used for this.
2.6 Threat description

Identify any vulnerabilities or threats specific to this system and how they are mitigated, esp. those services cited in section 1.2  For instance if file sharing is required, that would be a vulnerability.  Countermeasures that could mitigate risk might include user/system access controls, encryption, switched networks, logging access attempts, etc.


· 
· 
· 

· 
· 
· 
· 
· 

· 
· 
· 
· 
· 



3.0 3.0   SYSTEM ARCHITECTURAL DESCRIPTION



	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	










3.1 System Architecture Description

The following section will identify the security requirements identified in DOD 5200.28-STD and NAVSO P-5239-15, Controlled Access Protection Guidelines.
	System is a standalone network
	[image: image47.wmf]True



 CONTROL Forms.CheckBox.1 \s [image: image48.wmf]False



	The procedure for adding components to the network is described in this SSAA (state where ______) or in attached documents.
	[image: image49.wmf]True



 CONTROL Forms.CheckBox.1 \s [image: image50.wmf]False


IP address range of components are between  ___.___.___.___ and 

 ___.___.___.___

	Name resolution is NOT required for any of these components.
	[image: image51.wmf]True



 CONTROL Forms.CheckBox.1 \s [image: image52.wmf]False


If true describe mechanism for name resolution.

	Process exists to ensure integrity of products delivered from this system
	[image: image53.wmf]True



 CONTROL Forms.CheckBox.1 \s [image: image54.wmf]False



	System  interfaces with NMCI servers or clients

If True, indicate below if reachback capability has been tested and any unresolved issues.
	[image: image55.wmf]True



 CONTROL Forms.CheckBox.1 \s [image: image56.wmf]False



	Network Address Translation (NAT) is used

If True, indicate below how network use is logged and audited.
	[image: image57.wmf]True



 CONTROL Forms.CheckBox.1 \s [image: image58.wmf]False


Specify NAT’ed address:___.___.___.___

	System interfaces with SIPRnet or NSWCnet and complies with  policies and procedures.
	[image: image59.wmf]True



 CONTROL Forms.CheckBox.1 \s [image: image60.wmf]False



	System is compliant with UTN policy*
	[image: image61.wmf]True



 CONTROL Forms.CheckBox.1 \s [image: image62.wmf]False




* -  UTN or Unclassified Trusted Network policy is available at  https://infosec.navy.mil/pub/docs/documents/navyn/utn/UTN_Protect_policy_Section_4.2_Baseline_Settings_1Jul04.doc

3.2 Tasks and milestones

List the security related tasks and milestones (or deadlines)for the system.  If SYSNAME includes operating systems that have reached the end of their life cycles, this section should contain approximate dates for upgrading.




· 
· 
· 
· 
· 
· 

· 
· 
· 
· 
· 








· 
· 
· 
· 
· 
3.3 Data flow (including data flow diagrams)

Describe where data comes from, where it is sent to and what mechanisms are used to transfer the information  (ex. ftp, file sharing, etc.).  Risks involved should be discussed in section 2.6 above. Each line to an external network should also describe how data is traveling (http, ftp, email, file sharing, etc) and which direction.  Any network external to the system should be included in the diagram.  Examples are:

· Other networks within NSWCDD
· NMCI network (especially where reachback is required)
· Contractor site(s)
· Other government agencies
For example:
[image: image1.png]NAVSEA
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3.4 Accreditation boundary

Use diagrams, charts, or text to clearly delineate which components are to be accredited  as part of this domain.  All components included must be described in the system description.  Connections outside the accreditation boundary (to other domains)  must be included in section 3.3 under External Connections.


4.0   SYSTEM SECURITY REQUIREMENTS

4.1 National/DOD security requirements

SYSNAME is in compliance with the following National and DOD security requirements:

· Public Law 100-235, Computer Security Act of 1987 
· OMB Circular A-130, Management of Federal Information Resources

· DOD 5200.40, DOD Information Technology Security Certification and Accreditation Process (DITSCAP)
· DOD Mobile Code Policy
· DOD Directive 5200.2, DOD Personnel Security Program.

· 
· 
4.2 Governing security requisites

SYSNAME is in compliance with the following governing security requisites:

· 
· SECNAVINST 5239.3, Department of the Navy INFOSEC Program, 14 July 1995

· OPNAVINST 5239.1B, DON Information Assurance (IA) Program
· NAVSO P-5239-15, Controlled Access Protection (CAP) Guidebook

· 
· 
· NAVSEAINST 5239.2, Information Systems Security, 29 July


4.3 Security Guidelines

If processing classified data, identify the source of the classification guide associated with information handled by the system.  Identify where a copy of the guide is maintained local to the command.

4.4 Security CONOPS
This section should cover trust issues such as relationships between systems, authentication methods, encryption.   Include diagrams, maps, pictures, and tables as needed.  If a system CONOPS is available, a summary of the security portions of the CONOPS should be reviewed and added to the SSAA as an appendix.  
4.5 Network Connection Rules
Identify any additional requirements incurred if the system is to be connected to any other network or system.  These requirements and those of other systems that may be connected to the system or network must be added to the SSAA.

4.6 Configuration Management Requirements
Describe the process used to propose, evaluate, test, and implement changes to the system.
4.7 Re-accreditation requirements

Once the Designated Approving Authority (DAA) grants Approval to Operate (ATO) SYSNAME, DON procedures require the System to be reevaluated for accreditation whenever a significant change is made in hardware or software which would impact the security posture of the application/system, if the user base changes significantly, or every three years, which ever occurs first.  Re-accreditation must also occur when and if, the System is used to interface with other applications, or changes that affect the System’s security posture. 
5.0 ORGANIZATIONS AND RESOURCES

5.1 Organizations

Designated Approving Authority 
The Designated Approving Authority (DAA) for SYSNAME is NSWCDD XDC3, (J. Frederick Kerby).  The DAA has final authority and responsibility for determining if a system constitutes an acceptable risk.
Certification Authority

The Certification Authority (CA) for SYSNAME is NSWCDD XDC3 (Robert Blader, Sheila Franklin or Phil Meek).  The Certification Agent is responsible for making technical judgments on system compliancy with stated security requirements, signing the certification package, and preparing accreditation package for the Designated Approving Authority review and signature.

Certifying Agent Representative
The Certifying Agent Representative for SYSNAME is (specify ISSO responsible for system).  The Certification Agent is responsible for making technical judgments on system compliancy with stated security requirements, signing the certification package, and preparing accreditation package for the Designated Approving Authority review and signature.


Program Manager

The Program manager for SYSNAME is NSWCDD, (code) ___.    The PM will direct the development, operations or maintenance of the system.  He will define and manage the system’s schedule and budget.  PM is required to work with the Accreditor and user representative to reach agreement on all security critical issues for his System.

User Representative

The User Representative is responsible for defining/validating system performance, availability, and functionality requirements.  He will support C&A process tailoring and monitor C&A process to ensure accredited system will meet user needs.
System Administrator

If the role of system administrator is performed by an external organization is important that all parties understand and agree on who is responsible for various functions.  System Administrator functions include configuring and maintaining the computers in accordance with mission requirements and industry best practices.  A more detailed list may be found in NSWC’s Risk Assessment (Part 1)
5.2 Resources

The following resources will be necessary for the certification and accreditation of SYSNAME:
5.3 Training 
Describe resources required for training of both users and administrators.

5.4 Other Supporting Organizations
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Appendix D Security Test and Evaluation Procedures
Insert Parts I-IV (as applicable) here


Appendix E Incident Response Plan
Appendix F Contingency Plans



This section is used to describe how this system will continue to function when unexpected things happen.  The goal here is to provide  specific contingency (i.e. recovery) procedures.  This should include

1. How backups are done.

2. When  data is lost, how is it recovered.

3. When  hardware fails how is a replacement configured so operations can be resumed as efficiently as possible.


One of the values of a contingency plan is that planning has taken place before the contingency event, therefore, valuable recovery time is not lost in planning "after the fact." 

The complexity and depth of the plan is directly related to the complexity of the system, its cost, and its importance to the Service/Organizational mission.  Give the kind of information a person under stress can use to recover. 
The plan should address events such as the following: 
· Virus or hacking damage to data 
· Loss of a hard drive 
· Loss of a Network Server 
· Loss of network connectivity 
· Software corruption 
· Coffee or soda spilled on the computer 
· In other words the unexpected.

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
The plans should be stored on-site for less-than-catastrophic events and both on and off-site for the catastrophic event. As new IS’s are added to this system, they need to be incorporated into the Contingency Plan.  This should be part of the accreditation effort.

· Plans should be in writing and available to the appropriate personnel, tested periodically, updated as needed, and they must be cost effective. An "unwritten plan", one that is "untested" or one that is not "available when needed" is a waste of time and energy. There is no such thing as an "unwritten plan". 


The following is a suggested format :
1. Scope: 

A. Define the IS, Group, Process or Component to be Addressed. 
It is not necessary to develop a separate plan for each component or process of an IS. All units within a physical area may be covered by a common plan; a network may be considered a single entity if it is reasonable to do so. It might be appropriate to develop a contingency plan for an application or database that spans several operating locations. The decision on how to group is dependent on local configurations and requirements 



B. State who to contact under what conditions.





C. Date and Baseline of Plan. 

Provide the date the plan was developed and implemented.   It may also be appropriate to include applications and versions for software that might be needed to perform recovery such as archival software.  As new components are added and old ones are removed, the procedures need to be updated and retested.

 





2. Recovery Procedures.
This section should include step-by-step procedures for 
· Reconfiguring system

· Backing up and recovering data (include licensing and configuration  info for commercial products)
· If backups are in a proprietary format (such as Veritas, NetWorker, etc)  state how to restore tool to point where the tapes can be read in.
· If users are responsible for backing up their own data, verify that necessary tools/resources are available to users.  Acceptance of this responsibility should be included in user authorization agreement.
· If other documents exist with contingency procedures, state who maintains it and where it is located. 


































































· 
· 
· 
· 
· 
· 
· 
· 





















	
	
	

	
	
	


	
	
	

	
	
	

	
	
	






Appendix G NSWC Data Sheet
To simplify task of organizing data so it can be entered into accreditation database, please supply following information:

	NSWC Data sheet

	Organizational Code
	

	ISSO CID
	

	SSAA ID (from cover page)
	Org-CID-nn

	Manager CID
	

	System Functional Desc.
(from cover page)
	

	SSAA Approval Date
	mm/dd/yyyy

	DITSCAP Phase (1-4)
	

	Criticality Rating 
(from 1.2.1)
	[image: image64.wmf]Mission Critical

 
[image: image65.wmf]Mission Essential


[image: image66.wmf]Neither



	Information Sensitivity
(from 1.2.2)
	[image: image67.wmf]Unclassified

 

[image: image68.wmf]Unclassified/Sensitive


[image: image69.wmf]Classified

 

[image: image70.wmf]Approved for Public release

  

	Mission Assurance Category

(from 1.2.3)

	[image: image71.wmf]MAC I


[image: image72.wmf]MAC II


[image: image73.wmf]MAC III



	InfoCon Level
(from 1.2.4)
	[image: image74.wmf]Normal


[image: image75.wmf]Alpha


[image: image76.wmf]Bravo


[image: image77.wmf]Charlie



	Contingency Plan
(Appendix F)
	[image: image78.wmf]Developed/Tested

        
[image: image79.wmf]Doesn't exist



	Operating System

	OS/version
	Number of systems

	1.
	

	2.
	

	3.  << Add additional rows as needed.>>
	


NSWC prod-network





NSWC dev-network





SSH
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�PAGE \# "'Page: '#'�'"  �Page: 2���Suggest that the writer ‘summarize’ requirements here and provide the details in section 4 (e.g., subsection of 4.1 or 4.2).





�PAGE \# "'Page: '#'�'"  �Page: 2���Suggest removing the word “unique” or replacing it with the word “system”.  My sense is that the chart idea is good and that we may need to offer some suggested wording (or perhaps populate the table with elements that the writers can just ‘check’).





�PAGE \# "'Page: '#'�'"  �Page: 5���Suggest inserting “(e.g., NMCI or other network outside the span of control of the Commander, NSWCDD or external to the Dahlgren, VA site)” after the phrase ‘external network’.








�PAGE \# "'Page: '#'�'"  �Page: 7���Maybe locate here the table presently shown in section 1.2.1.  I think we also need a place to identify roles and responsibilities (old section 6) – system admins (patches, logfile review, etc); XDC3 (scans for stuff connected to NSWCNet and Snet); etc.  
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				SSAA Summary				Interfacing

		Characteristic		Alternatives and Weights		Weight		0

		Interfacing Mode		Benign (w=0), Passive (w=2), Active (w=6)				2

		Processing Mode		Dedicated (w=1), System High (w=2), Compartmented (w=5), Multilevel (w=8)				6

		Attribution Mode		None (w=0), Rudimentary (w=1), Selected (w=3) Comprehensive (w=6)				Processing

		Mission-Reliance		None (w=0), Cursory (w=1), Partial (w=3), Total (w=7)				1

		Availability		Reasonable (w=1), Soon (w=2), ASAP (w=4) Immediate (w=7)				2

		Integrity		Not-applicable (w=0), Approximate (w=3), Exact (w=6)				5

		Information Categories		Unclass (1), Sensitive (2), Conf (3), Secret (5), TS (6), Compart/Special Access (8)				8
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Interfacing

				Interfacing Mode								0

												2

		The Interfacing mode:										6

		This mode categorizes interaction. The question concerns containment of risk; for example, if a

		problem were to occur with the operation, data, or system, what would be the risk to

		other operations, data, or systems with which it interacts. The interactions of systems

		may be through either physical or logical relationships. These relationships are

		referred to as benign, passive, or active.

		Benign		No interaction with other systems (no physical or logical relationships). All relationships

		0		are restricted to a closed community.

				There are only indirect interaction with other systems; systems may or may not have

		Passive		physical relationships, but have tightly controlled logical relationships. An example of a

		2		passive system is receive only, no interactive sessions.

				An active system has direct interaction with other systems, with both physical and

		Active		logical relationships. The active case may allow multiple interactive sessions

		6		with multiple operations, systems, infrastructures or data





Processing

				Processing Mode

		Processing mode:

		Distinguishes the way processing,		transmission, storage, or data is handled.  It reflects the use of the system by one or more

		different sets of users or processes.

		Dedicated (1)		Each User has a has a valid security clearance for all the information within the system, signed non-disclosure agreements, and a need to know.  There is also a formal access approval process.  Dedicated mode, also means the a system is specifically and e

		System High (2)		Similar to dedicated except that a given user may only have a need to know for a portion of the stored on the system.

		Compartmented (5)		Similar to System High except that the given has clearance sufficient to access the most restricted data stored on the system.

		Multi-Level (8)		In Multi-level mode, users have sufficient clearance for the data to which they have access, but not for all the data on the IS.





Attribution

				Attribution Mode

		The attribution mode

		Distinguishes the degree or complexity of accountability required to identify, verify,

		and trace system entities as well as changes in their status. The four alternatives are

		none, rudimentary, selected, and comprehensive.

		None (0)		No processing, transmission, storage, or data carries the need to attribute them to users or processes.

		Rudimentary (1),		The most basic processing, transmission, storage, or data carries the need to attribute them
to users or processes.

		Selected (3)		Some processing, transmission, storage, or data carries the need to attribute them to users or process.

		Comprehensive (6)		All or almost all processing, transmission, storage, or data carries the need to attribute
them to users or processes.





Mission

				Mission Reliance Mode

		Mission-reliance:

		Defines the degree to which the success of the mission relies on the operation, data, infrastructure,

		or system. The criticality of the mission in a broader context is independent of that

		factor and is used separately.

		None (0)		The mission is not dependent on the specific aspect (the operation, data, infrastructure, or system).

		Cursory (1)		The mission is only indirectly dependent on the specific aspect (the operation, data, infrastructure, or system).

		Partial (3)		The mission is partially dependent on the specific aspect (the operation, data, infrastructure, or
system).

		Total (7)		The mission is totally dependent on the specific aspect ( the operation, data, infrastructure, or system ).





Availability

				Availability Mode

		Availability:

		The degree to which the operation, data, infrastructure, or system needs to be available from a

		security perspective. Availability concerns are those that relate to security risks (non-tolerable

		operational impacts) and does not include those that are only performance concerns

		Reasonable (1)		The specific aspect (the operation, data, infrastructure, or system) must be available in
reasonable time to avoid operational impacts.

		Soon (2)		The specific aspect (the operation, data, infrastructure, or system) must be available soon (timely
response) to avoid operational impacts.

		ASAP (4)		The specific aspect (the operation, data, infrastructure, or system) must be
available as soon as possible (quick response) to avoid operational impacts.

		Immediate (7)		The specific aspect (the operation, data, infrastructure, or system) must be available
immediately (on demand) to avoid operational impacts.





Integrity

				Integrity Mode

		Integrity:

		The degree to which the integrity of operation, data, infrastructure, or system is needed from a security

		perspective. Integrity concerns are those that relate to security risks (non-tolerable

		operational impacts) and does not include those that are only performance concerns.

		Not-applicable (0)		The degree of integrity for a specific aspect (the operation, data, infrastructure, or
system) is irrelevant as to operational impacts.

		Approximate (3)		The degree of integrity for a specific aspect (the operation, data, infrastructure, or
system) must be approximate in order to avoid operational impacts.

		Exact (6)		The degree of integrity for a specific aspect (the operation, data, infrastructure, or system) must be
exact in order to avoid operational impacts.





Information

				Informaton Mode

		Information categories are defined by their relationships with

		common management principles and security requirements promulgated by the security

		policy for each information category. Processing, transmission, storage, and data of

		more than one category of information does not create a new category but instead

		inherits and must satisfy all the security requirements of the assigned categories. Each

		of the identified categories may carry additional restrictions or special handling

		conditions such as NATO-releasable or No Foreign Dissemination (NOFORN).

		Unclassified (1)		Includes all information that is not classified and is not sensitive as defined below.

		Sensitive (2)		Includes information the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interests or the conduct of Federal programs, or the privacy that individuals are entitled under 5 U.S.C. Section 552a (reference

		Confidential (3)		includes all classified information designated Confidential. The disclosure of confidential information could reasonably be expected to cause damage to national security. A security clearance is required for access to Confidential materials and systems.

		Secret (5)		This category includes all classified information designated Secret. The disclosure of secret information could reasonably be expected to cause serious damage to national security. A security clearance is required for access to Secret materials and system

		Top Secret (6)		Includes all classified information designated Top Secret. The disclosure of top secret information
could reasonably be expected to cause exceptionally grave damage to national security. A security clearance is required for access to Top Secret materials

		Compartentalized/Special Access (8)		Information that requires special access and a security clearance. Examples include Sensitive Compartmented Information (SCI), Single Integrated Operations Plan-Extremely Sensitive Information (SIOP-ESI), and special access programs.
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				SSAA Summary				Interfacing

		Characteristic		Alternatives and Weights		Weight		0

		Interfacing Mode		Benign (w=0), Passive (w=2), Active (w=6)				2

		Processing Mode		Dedicated (w=1), System High (w=2), Compartmented (w=5), Multilevel (w=8)				6

		Attribution Mode		None (w=0), Rudimentary (w=1), Selected (w=3) Comprehensive (w=6)				Processing

		Mission-Reliance		None (w=0), Cursory (w=1), Partial (w=3), Total (w=7)				1

		Availability		Reasonable (w=1), Soon (w=2), ASAP (w=4) Immediate (w=7)				2

		Integrity		Not-applicable (w=0), Approximate (w=3), Exact (w=6)				5

		Information Categories		Unclass (1), Sensitive (2), Conf (3), Secret (5), TS (6), Compart/Special Access (8)				8
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Interfacing

				Interfacing Mode								0

												2

		The Interfacing mode:										6

		This mode categorizes interaction. The question concerns containment of risk; for example, if a

		problem were to occur with the operation, data, or system, what would be the risk to

		other operations, data, or systems with which it interacts. The interactions of systems

		may be through either physical or logical relationships. These relationships are

		referred to as benign, passive, or active.

		Benign		No interaction with other systems (no physical or logical relationships). All relationships

		0		are restricted to a closed community.

				There are only indirect interaction with other systems; systems may or may not have

		Passive		physical relationships, but have tightly controlled logical relationships. An example of a

		2		passive system is receive only, no interactive sessions.

				An active system has direct interaction with other systems, with both physical and

		Active		logical relationships. The active case may allow multiple interactive sessions

		6		with multiple operations, systems, infrastructures or data





Processing

				Processing Mode

		Processing mode:

		Distinguishes the way processing,		transmission, storage, or data is handled.  It reflects the use of the system by one or more

		different sets of users or processes.

		Dedicated (1)		Each User has a has a valid security clearance for all the information within the system, signed non-disclosure agreements, and a need to know.  There is also a formal access approval process.  Dedicated mode, also means the a system is specifically and exclusively dedicated to and controlled for the processing of one particular type or classification of information.

		System High (2)		Similar to dedicated except that a given user may only have a need to know for a portion of the stored on the system.

		Compartmented (5)		Similar to System High except that the given has clearance sufficient to access the most restricted data stored on the system.

		Multi-Level (8)		In Multi-level mode, users have sufficient clearance for the data to which they have access, but not for all the data on the IS.





Attribution

				Attribution Mode

		The attribution mode

		Distinguishes the degree or complexity of accountability required to identify, verify,

		and trace system entities as well as changes in their status. The four alternatives are

		none, rudimentary, selected, and comprehensive.

		None (0)		No processing, transmission, storage, or data carries the need to attribute them to users or processes.

		Rudimentary (1),		The most basic processing, transmission, storage, or data carries the need to attribute them
to users or processes.

		Selected (3)		Some processing, transmission, storage, or data carries the need to attribute them to users or process.

		Comprehensive (6)		All or almost all processing, transmission, storage, or data carries the need to attribute
them to users or processes.





Mission

				Mission Reliance Mode

		Mission-reliance:

		Defines the degree to which the success of the mission relies on the operation, data, infrastructure,

		or system. The criticality of the mission in a broader context is independent of that

		factor and is used separately.

		None (0)		The mission is not dependent on the specific aspect (the operation, data, infrastructure, or system).

		Cursory (1)		The mission is only indirectly dependent on the specific aspect (the operation, data, infrastructure, or system).

		Partial (3)		The mission is partially dependent on the specific aspect (the operation, data, infrastructure, or
system).

		Total (7)		The mission is totally dependent on the specific aspect ( the operation, data, infrastructure, or system ).





Availability

				Availability Mode

		Availability:

		The degree to which the operation, data, infrastructure, or system needs to be available from a

		security perspective. Availability concerns are those that relate to security risks (non-tolerable

		operational impacts) and does not include those that are only performance concerns

		Reasonable (1)		The specific aspect (the operation, data, infrastructure, or system) must be available in
reasonable time to avoid operational impacts.

		Soon (2)		The specific aspect (the operation, data, infrastructure, or system) must be available soon (timely
response) to avoid operational impacts.

		ASAP (4)		The specific aspect (the operation, data, infrastructure, or system) must be
available as soon as possible (quick response) to avoid operational impacts.

		Immediate (7)		The specific aspect (the operation, data, infrastructure, or system) must be available
immediately (on demand) to avoid operational impacts.





Integrity

				Integrity Mode

		Integrity:

		The degree to which the integrity of operation, data, infrastructure, or system is needed from a security

		perspective. Integrity concerns are those that relate to security risks (non-tolerable

		operational impacts) and does not include those that are only performance concerns.

		Not-applicable (0)		The degree of integrity for a specific aspect (the operation, data, infrastructure, or
system) is irrelevant as to operational impacts.

		Approximate (3)		The degree of integrity for a specific aspect (the operation, data, infrastructure, or
system) must be approximate in order to avoid operational impacts.

		Exact (6)		The degree of integrity for a specific aspect (the operation, data, infrastructure, or system) must be
exact in order to avoid operational impacts.





Information

				Informaton Mode

		Information categories are defined by their relationships with

		common management principles and security requirements promulgated by the security

		policy for each information category. Processing, transmission, storage, and data of

		more than one category of information does not create a new category but instead

		inherits and must satisfy all the security requirements of the assigned categories. Each

		of the identified categories may carry additional restrictions or special handling

		conditions such as NATO-releasable or No Foreign Dissemination (NOFORN).

		Unclassified (1)		Includes all information that is not classified and is not sensitive as defined below.

		Sensitive (2)		Includes information the loss, misuse, or unauthorized access to or modification of which could adversely affect the national interests or the conduct of Federal programs, or the privacy that individuals are entitled under 5 U.S.C. Section 552a.

		Confidential (3)		includes all classified information designated Confidential. The disclosure of confidential information could reasonably be expected to cause damage to national security. A security clearance is required for access to Confidential materials and systems.

		Secret (5)		This category includes all classified information designated Secret. The disclosure of secret information could reasonably be expected to cause serious damage to national security. A security clearance is required for access to Secret materials and systems.

		Top Secret (6)		Includes all classified information designated Top Secret. The disclosure of top secret information
could reasonably be expected to cause exceptionally grave damage to national security. A security clearance is required for access to Top Secret materials.

		Compartentalized/Special Access (8)		Information that requires special access and a security clearance. Examples include Sensitive Compartmented Information (SCI), Single Integrated Operations Plan-Extremely Sensitive Information (SIOP-ESI), and special access programs.






